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Setup Duo on a cellphone for SMS (text message) only passcodes

Please note:

For this method of MFA, you will only receive an SMS (text message) for Outlook or Outlook Web Access when logging in to the VPN; you will
receive a phone call to the phone number you register instead of an SMS (text message). More information is provided below in this document
in the section labeled How Multifactor Authentication and VPN work together.

From your UW Email on a computer, open your enrollment email in Outlook or Outlook Web Access,
and then click on the link in the email.
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Duo Security Enrollment

This is an automated email from Duo Security.

—— . ornep
deskteam

l@/‘ THE UNTVERSITY OF

&+ WINNIPEG
Hetlo

We are pleased to announce the faunch of the University of Winnipeg's multi-factor
authentication service (MFA) provided by DUO. We encourage everyone to perform
the enroliment at their convenience. The deadiine for enrolment is Tuesday, January
25

There is a short video showing the process of enroliment Guide to Two-Factor
Authentication - Duo Securty. This wil walk you through the process and we
encourage you to watch the video prior to going through the enroliment steps.
To begin, click his link to enroll a phone or other device:

httos
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To downioad the DUO Mobile App:

Android: htps /)
hien

108: https://apps

‘Once you have installed the app and enrolled in Duo, you're ready to go! You wil
fogin as usual with your usemame and password, and then use your device to verify
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Click Next
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Welcome to

Duo Security

Lef's set up an account to
protect your identity.

[ ‘ Next

Click Next
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Did you know?

97% of data breaches start by
stealing your identity.
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Click Next
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What can you do?

The best way to protect your identity
is with two-step verification using your
phone or another device

(

Click on Phone Number
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Select an option

‘You'l use this to log in with Duo. You can add
another option later

Duo Mobile ~ Recommendsd
Get a notfication or code on your device

Security key
Use a security key

Phone number N
Get a text message or phone call

Secured by Duo
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Enter your cellphone number, then click Add Phone Number
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< Back

Enter your phone number

You'll get codes from Duo at this number to use

when youlog in

Country code - Phons number
‘ e :]

Example: "204-234.5678°

This is a landiine phone

Add phone number ‘

‘Secured by Duo

Verify that the number you entered is correct, then click Yes, it’s correct
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Is this correct?

(204)

Yes, it's correct ‘ ]

No, change it

Secured by Duo
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Click on Continue
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© Added phone

You can now log n using a fext message
passcode or phone cal sent o your mobile

device.

That completes the process. While still logged in to the setup, let’s add a backup phone number.

How to add a backup Phone Number

Click on Phone number
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Add another way to log in?

We recommend this to ensure you don't get

locked out,

Security key  Recommended
Use a securty key

Get a text message or phone call

Skip for now

Secured by Duo
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Enter your backup phone number (this can be your home or office landline); please check This is a
landline phone. Then click Add Phone Number
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Enter your phone number

You'll get coges atthis number to use

Verify that the number you entered is correct, then click on Yes, it’s correct

O | © Uriversal rompt - Device Mane. x | &+ - o x

< G B O e /device-management/port 5 @ Gl @ & -

Is this correct?
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Yes, it's correct

No, change it
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Click Skip this step
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Enter an extension

This s optional for landiine phones
Extension

Skip this step

If successful, you should see the following, then click on Continue
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© Added phone

You can now log in using a text message
passcode or phone cal sent to your mobile
device.

[‘ Continue

Secured by Duo
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Setup is now complete. Congratulations!

[  © Universal Prompt - Device Manz X | 4= = o X

< C QA O ntpsyct e/device-management/p s @& Gl @ 8§ -

THE UNIVERSITY OF
F"?; WINNIPEG

Setup completed

How Multifactor Authentication and VPN work together

When you login to the VPN this will trigger an MFA transaction. This allows you to approve or deny a
login transaction using only these three methods:

1) Duo Mobile Push via Duo Mobile App installed on a designated smartphone or tablet

s

Are you logging in ta Cisco ISE RADIUS?

@ Winnipeg, M8, CA
@ 127PM
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Deny Approve

2) Phone Call option to a designated landline or cellphone number

3) Passcode from USB Hyper Fido WebAuthn/U2F Security Key or Hardware Token
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Hyper Fido WebAuthn/U2F Security Key Hardware Token
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