Using M essageScr een (I n-Depth)
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MessageScreen is the University of Winnipeg's Newi-8pam system. MessageScreen
scans all email coming into our mail system. Argssages that are identified as SPAM
or explicit by this service will be quarantined fbdays before permanent deletion.
Using MessageScreen, you can check your persoaghifine, manage your SPAM
messages as per your own preferences.

Instructions:

1. To access MessageScreen, gbttps://sg.uwinnipeg.ca/user alternatively,
Login to MyUWinnipeg (ttps://uportal.uwinnipeg.cr click the
Email/Netstorage tab, and click the link labelled9dageScreen Anti-SPAM.

2. Log in using your University standard email addressially
firstinitial.lasthame@uwinnipeg.gaand your Novell password ((what you type to
login to campus computers).

3. Click the Inbound email link on the left. A list quarantined messages (if any)
will be displayed. There may be multiple pagesei@s may find it easier to scan
for messages that are not SPAM and deal with thicddefore deleting the rest.

4. Managing SPAM. Please note that none of the axtialh be performed for a
page until you press the Commit button. You masgree you decision for a
message or messages at any time up until that. p@inte the Commit button has
been pressed, the decision is irreversible, andhéesage will be deleted or
released. Messages deleted from MessageScreBIOar& ECOVERABLE!

a. Deleting individual SPAM Message<£lick the delete butto @ to the
left of the message. The message will now be ayspul inred

b. Deleting all SPAM messages displayed on currengpalick the delete
button & near the top or bottom of the page. All the mgssavill now
display inred

c. Releasing valid messagel:a message that is not SPAM has been
guarantined, you will want to release it to yourlb@a. Do so by




clicking the release buttc# to the left of the particular message. The
message will no be displayeddneen Released messages will appear in
your GroupWise mailbox after several minutes. NOW#hile there is a
release icon at the top and bottom of the page uisually not advisable to
release all, as this would fill your mailbox witfe M.

d. Releasing and TrustingYou may find that messages from particular
addresses are being regularly mis-identified asNdPh this case, click
the release and trust sender bu#>to the left of the message. The
message will be displayed imue. When you Commit these messages, a
secondary window will appear. That will allow ytuselect to trust the
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email address, or the entire email domain. Cligkt® continue.

e. Viewing MessagesUsing the view butto®. will allow you to preview a
message before deciding to trust or delete it. Mbssage will appear in a
separate window, and will be in a simple text frarth no formatting.

You will need to scroll down a bit to see the bafiyhe message.

f. Forwarding MessagesThe forward buttoi can be used to forward a
message to another recipient without releasirdgtating it from the
guarantine.

Customizing M essageScr een

MessageScreen allows clients to modify its settiogaeet their own needs. Clients can
enable/disable the service, set filtering polioyels, and enable/disable quarantine
summary emails.

1. Click the User Settings link on the left.
2. To enable SPAM filtering, click the Enable Filteginheckbox until a checkmark
appears. To disable, click until the checkmadgappears.
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3. UCE (Unsaolicited Commercial Emaggoring is used to decide whether or not a
message may be SPAM. The policy selected, widmeine how strictly the
SPAM detection rules will be applied. Clients cliwose between None,
Permissive, Moderate, and Strict, with Strict magrthe least amount of SPAM
should arrive in your actual GroupWise mailbox @ast of the quarantine.

Clients who find this option is causing too mucgitienate email to be
guarantined may wish to use one of the other ggsttin
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4. Explicit Content Scoring is used to decide whetiranot a message may be

6.

contains pornographic material or foul language, dthe policy selected, will
determine how strictly the explicit detection ruleil be applied. Clients can
choose between None, Permissive, Moderate, and,$tith Strict meaning the
least amount of explicit material should arriveygur actual GroupWise mailbox
instead of the quarantine. Clients who find thpian is causing too much
legitimate email to be quarantined may wish toase of the other settings.

Explicit Content Scoring
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Quarantine Summary email: While checking the qutame daily is the best way
to stay ahead of SPAM, clients may find it usefube sent a weekly summary of
their quarantine via email. The message is sesryevunday at midnight. To
activate this service, click on the 'send quaras$ummmary emails...."' option. To
deactivate, click the 'do not send quarantine summ@ails' option.

Quarantine Summary Email

" Do not send gquarantineg surnmary ermails

¥ send quarantine surmrmary ernails using Administrator's schedule:

To save your selected settings on this screerk ttie Save button. To abandon,
click the Cancel Button.

Trust/Block Lists

You can add addresses to your trust or block tigtaually in advance in order to avoid
important information being lost, or prevent SPAbhibardment from a known address.

Trust your friends

1.
2.
3.

Click the Trusted Senders link on the left.

Click Add New Sender.

Enter the full email address into the box provided click the Save button.
NOTE: While it possible to enter an entire domaio this box (ie.
@uwinnipeg.ca), this is not advised unless yowrhsmlutely positive that you
will not be receiving any SPAM from that domain.

Block unwanted sources

1.
2.
3.

Click the Blocked Senders link on the left.

Click Add New Sender.

Enter the full email address into the box provided click the Save button.
NOTE: While it possible to enter an entire domato this box (ie.
@hotmail.com), this is not advised unless you asshtely positive that you
will not be receiving any legitimate email from tltlmain.

Please note that spammers are using faked addreSessting a long blocked listing will
adversely affect system performance.



Editing/Deleting entries
Entries that have already been entered on eitstecdn be edited or deleted using the edit
or delete links shown to the right of the entryhe list.




